CAN-D: Controller Area Network Decoder
Problem: Vehicles have essentially become computer networks, with the

efficiency, performance, safety, and security of the vehicle dependent on
communication among its parts. The various components in a car are connected
using a specialized real-time communication bus called Controller Area Network
(CAN). Monitoring and improving the efficiency, performance, safety, and
security of vehicles depends on understanding traffic on the CAN bus, but each
manufacturer, each new model, and each additional feature added to the
vehicle changes the structure of messages on the CAN bus.

Solution: ORNL’s Controller Area Network Decoder (CAN-D) technology

applies machine learning to quickly understand the structure of messages on
the CAN bus to enable downstream technologies to understand them. This
innovation creates an ecosystem of monitoring that allows for improvement of
vehicle performance,
efficiency, safety, and
security. CAN-D is
designed to be used
in vehicles across
manufacturers.

Impact: CAN-D

enables an ecosystem
of technologies that
interact with each
other on the CAN
bus in real time,
creating opportunities
for enhanced
performance,
efficiency, safety, and
security of vehicles on
the road regardless of
manufacturer.
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